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Introduction: middleware challenges arising 
from networked embedded systems

�„ Heterogeneity
�Šfrom powerful PCs to tiny sensing devices

�Šdifferent hardware, OSs, and programming languages

�Šmultiple protocols and interaction paradigms

�„ Dynamicity
�Šchanging environment

�Šdevices fail, new devices join 

�Šnew functionality to address 
dynamically-arising requirements

�„ Resource scarcity
�Šenergy, CPU speed, memory…
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State of the art in middleware for 
networked embedded systems

�„ Component-based systems for embedded devices
�ŠPebble, PECOS, Koala, …

�Šprogramming language/hardware specific

�Šaid in developing software; components are just for programming support

�„ Middleware and system support for wireless sensor networks
�ŠMiLAN, Directed Diffusion, TinyDB, …

�Štarget sense-only applications

�Šdifficult to reprogram in the face of changing application requirements

�„ Reconfigurable, component-based middleware systems for pervasive environments
�ŠGravity, P2PComp, DPRS, PCOM, …

�Štarget relatively resource-rich devices

None of these supports a wide range of heterogeneous systems,
enables dynamic reconfiguration, and scales from resource-rich 
through resource-constrained devices
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Overview of the RUNES middleware 
approach

�„ Runtime software component model applied uniformly throughout the ‘stack’
�Š“components everywhere” principle: all layers, network software, OS, middleware, 

applications, are uniformly realised as reconfigurable compositions of components
�Šmiddleware is not just a ‘layer’!

�„ A minimal component-based programming model
�Šprogramming language independent
�Šenables type-safe component composition
�Šenables fine-grained run-time reconfigurability of functionality 

�„ inspectable, adaptable and extensible at run-time 

�„ A minimal component run-time kernel (CRTK)
�Švery lightweight (see later)
�Šavailable for a range of hardware/OS/prog. lang. environments
�Šcustomisable with plug-ins
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The component -based programming 
model

�„ Central concepts: 
�ŠCapsule

�ŠComponent

�ŠInterface

�ŠReceptacle

�ŠConnector

(use of OMG IDL to define interfaces 
and receptacles - for programming 
language independence)

Interface

Receptacle
Component

Connector 
(Component)

Capsule interface 
(CRTK API)

Capsule
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The component model in detail
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The component runtime kernel (CRTK)

interface Capsule {
ComponentType load (in Pattern p, in Loader l );
status unload (in ComponentType ct );
Component instantiate (in ComponentType ct );
status destroy (in Component c);
Connector connect (in Receptacle r , in Interface i,

in ConnectorFactory cf );
status setattribute (in Entity e, in Attribute e);
Attribute getattribute (in Entity e, Pattern key );

}

CRTK

deployment environment (hardware and/or software)

target system

CRTK API/ Capsule abstraction

extensions (e.g. reflection, component frameworks, …)
CRTK
plug-ins

loadin
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CRTK plug-ins

�„ Plug-in Loader components
�Š enable customised loading and instantiating behaviour; e.g., security/ safety 

checks before loading

�„ Plug-in ConnectorFactory components
�Š enable Connectors that exploit available communication mechanisms (interrupts, 

special buses, shared memory, ...)

�„ Plug-in Caplets
�Š subscopes within capsules – caplets are (like everything else) implemented as 

components and are therefore optionally and incrementally deployable
�„ primary motivations

1. to support heterogeneous programming languages 

2. to support heterogeneous system infrastructures

3. to isolate untrusted components

�„ use appropriate Loader plug-ins for different caplet types

�„ use appropriate ConnectorFactory plug-ins for intra- and inter-caplet Connectors
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Reflective extensions

�„ Provide openness (inspection, adaptation, extension)

�„ Employ multiple orthogonal reflection services
�Šarchitecture

�„ exposes the topological composition of components in a capsule as a ‘graph’ ADT

�„ provides topological inspection, adaptation, extension

�Šinterception
�„ ability to interpose interceptors in Connectors

�„ useful, e.g., for lightweight monitoring

�Šinterface
�„ dynamically discover details of a component’s interaction points

�„ perform ‘dynamic invocations’ on dynamically-discovered interfaces

�„ Again, these are implemented as components and are optionally and 
incrementally deployable
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Component frameworks: supporting
coarser-grained structures

�„ Component frameworks are a structuring concept used in the 
design/development/deployment/reconfiguration of medium- to coarse-grained systems

�Šre-usable, dynamically-deployable, software architectures 
�„ give structure, tailorability and constraint

�„ built as compositions of components and/or other component frameworks

�Šprovide “life support environments” for plug-in components in a specific area of concern
�„ example: a protocol stacking CF that takes plug-in protocols

�„ other examples follow…

�Šembody constraints on pluggability
�„ example: disallow stacking of IP plug-in above TCP plug-in

�„ constraint specification may be ad-hoc…

�„ …or may employ generic constraint languages such as OCL (with automatically generated run-time 
machinery)

�„ Examples
�Šnetwork service, interaction service, distributed reconfiguration service, location service, 

advertising and discovery service, coordination service, ...
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Two key component frameworks

�„ Interaction service
�Š supports an extensible set of pluggable “interaction paradigms”
�Š examples

�„ publish-subscribe 
�„ RPC and SOAP messaging
�„ reliable multicast
�„ media streaming
�„ tuple-spaces
�„ P2P resource location or sharing
�„ workflow

�Š can stack these on top of plug-in networks (and on top of each other)
�„ Network service

�Š supports an extensible set of “plug-in networks”
�„ examples

o ad-hoc routing protocols like AODV; network overlays like flooding, flooding with probabilistic pruning, anycast, application-level multicast, 
tunneling, clustering, delay-tolerant routing, distributed hash table protocols, …

o can ‘stack’ plug-in networks

�Š provides uniform APIs to these
�„ examples

o send(message, address) for unicast 
sendToAll(message) for broadcast 
sendToGroup(message, topic) for multicast 
sendByKey(message, key) for DHT 
send(message) for content-based routing

interaction service

network service }
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Three CRTK implementations

�„ Java, C/Linux, C/Contiki
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Memory footprint evaluation 1 of 2

2 bytes22 bytes264 bytesPer-Receptacle

2 bytes40 bytes200 bytesPer-Interface Data

9 bytes24 bytes544 bytesNull Component Data

52 bytes4 Kb840 bytes

780 bytes16 Kb14.65 Kb

C/ContikiC/LinuxJava/JVM

2 bytes22 bytes264 bytesPer-Receptacle

2 bytes40 bytes200 bytesPer-Interface Data

9 bytes24 bytes544 bytesNull Component Data

52 bytes4 Kb840 bytesCRTK Data

780 bytes16 Kb14.65 KbCRTK Code

C/ContikiC/LinuxJava/JVM
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Memory footprint evaluation 2 of 2

�„ Here are footprint stats on some example components from the RUNES ‘fire in 
road tunnel’ demo...

�„ (Full C/Contiki-CRTK installation on a Tmote Sky node uses 3,750 bytes)
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Example of use (C/Linux -CRTK): 
developing a component

�„ In the C/Linux environment, components are represented as Linux .so files

�„ The developer implements the set of functions that appear in (all of) the 
interfaces supported by the component

�Šeach takes 'Component *' as its first argument - this refers to the component 
instance being invoked

�„ In each component, the developer implements two standard C functions: 
�Šint construct(Component *comp, int argc, char argv[]); 

�„ called by the runtime's instantiate()API 
o sets up the Receptacles and Interfaces of the new component instance

o argc and argv are used to pass initialisation state to the new component 

o if component instances need to employ persistent state, this is declared in a C struct and registered with 
the kernel

�Šint destruct(Component *comp); 

�„ called by the runtime's destroy()API
o reclaims (using free()) any per-component instance state that was allocated by construct()
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Example of use: an ‘adder ’ component 
(adder.h)

/* 1. IDL */
Interface Adder {

int add(in int x, in int y);
int increment (void);

}

/* 2. adder.h - Adder Component with a single Interface */
#include “rcm.h”

/* Interface struct for the Adder interface */
typedef struct adder {

int (* add)(Component *comp, int x, int y);
int (* increment )(Component *comp);

} Adder ;

/* State struct for the 'adder' component */
typedef struct as {

int current; /* for use by increment() */
} Adder_State ;
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Example of use: an ‘adder ’ component 
(adder.c)

/* adder.c - adder component with a single interface of type Adder */
#include "rcm.h“
#include "adder.h“

int construct(Component *comp)
{

Adder *ai;
Adder_State *as;

/* STEP 1: allocate, initialise, and register the receptacles(s) (none in this component) */

/* STEP 2: allocate, initialise, and register the interface(s) */
VERIFY(ai = (Adder *)malloc(sizeof(Adder)), ERR, "adder.construct(): malloc",);   

ai->add = add ; /* assign function pointer */
ai->increment = increment ; /* assign function pointer */
VERIFY( rcm_reginterface (comp, "Adder", ai, sizeof(Adder)), ERR, "adder.construct(): rcm_reginterface", 

free((void *)ai); free((void *)as););

/* STEP 3: allocate, initialise, and register the state struct */
VERIFY(as = (Adder_State *)malloc(sizeof(Adder_State)), ERR, "adder.construct(): malloc", free((void *)ai));  

as->current = 0;
rcm_regstate (comp, (void *)as);
return OK;

}

int destruct(Component *comp)
{

return OK; /* free any non-top-level state-related dynamic data – but there is none here */
}

int add(Component *comp, int a, int b)
{

return a + b;
}

int increment (Component *comp)
{

Adder_State *state;
rcm_getstate(comp, (void **)&state);
return ++(state->current);

}
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Example of use: a client for the adder 
component (client.h/client.c)

/* 1. IDL */
Interface Client {

int run (void);
}

/* 2. client.h */
#include "rcm.h“

typedef struct client {
int (* run ) (Component *comp); 

} Client;

/* 3. client.c */
#include "client.h“
#include "adder.h“

int construct(Component *c); {...}
int destruct(Component *c); {...}

int run (Component *comp)
{

Receptacle *r;
int i, t;
VERIFY(rcm_getreceptacle(comp, "Adder", &r), ERR, 

"client.run(): get_receptacle",);
for (i=0; i<5; i++) {

t = INVOKE_RECEPTACLE(r, Adder, add, i, i+1);
printf("Adder.add(%d, %d): %d\n", i, i+1, t);
t = INVOKE_RECEPTACLE(r, Adder, increment);
printf("Adder.increment(): %d\n", t);

}
return OK;

}
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Example of use: putting it all together

main()
{

ComponentType *adderCT, *clientCT;
Component *adder, *client;
Receptacle *rAdder;
Interface *iAdder, *iClient;
Component *con; 

printf("Starting...\n");

/* initialise */
rcm_init();

/* load the “adder” and “client” ComponentTypes */
VERIFY( rcm_load ("adder.so", &adderCT) != ERR, ERR, "main: rcm_load adder",); 
VERIFY( rcm_load ("client.so", &clientCT) != ERR, ERR, "main: rcm_load client",);

/* instantiate adder and client components */
VERIFY( rcm_instantiate (adderCT, &adder, 0, (char **)0) != ERR, ERR, "main: rcm_instantiate adder",); 
VERIFY( rcm_instantiate (clientCT, &client, 0, (char **)0) != ERR, ERR, "main: rcm_instantiate client",); 

/* get the Adder Receptacle from the client instance */
VERIFY(rcm_getreceptacle(client, "Adder", &rAdder), ERR, "main: get_receptacle adder",); 

/* get the Adder Interface from the adder instance */
VERIFY(rcm_getinterface(adder, "Adder", &iAdder), ERR, "main: get_interface adder",); 

/* connect them using the default Connector*/
VERIFY( rcm_connect (rAdder, iAdder, "default_connector.so", &con), ERR, "main: rcm_connect",);

/* get the Client interface from client and call the “run” method on it */
VERIFY(rcm_getinterface(client, "Client", &iClient), ERR, "main: get_interface client",); 
INVOKE_INTERFACE(iClient, Client, run);

/* when we get back here, client has done making calls on adder; so clean up...  */
VERIFY( rcm_destroy (con) != ERR, ERR, "main: rcm_destroy dummy Conn",);
VERIFY( rcm_destroy (adder) != ERR, ERR, "main: rcm_destroy adder",);
VERIFY( rcm_destroy (client) != ERR, ERR, "main: rcm_destroy client",);
VERIFY( rcm_unload (adderCT) != ERR, ERR, "main: rcm_unload adderCT",);
VERIFY( rcm_unload (clientCT) != ERR, ERR, "main: rcm_unload clientCT",);

printf("Done\n");
}

only used in main()
bootstrap (as main()
is not a component)
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Summary of the RUNES middleware 
approach

1. Apply the principle of ‘components everywhere’
�Š a simple component-based programming model is used uniformly throughout the 

stack and in all deployment environments

�Š optional extensions
�„ Loader and ConnectorFactory components

�„ reflective extensions and caplets

2. Build sub-systems and systems from component frameworks
�Š reusable software architectures

�Š give structure, tailorability and constraint

�Š optionally and dynamically (un)deployable

3. Deploy and reconfigure appropriate component frameworks and plug-ins
�Š network, interaction, distributed reconfiguration, location, advertising/ discovery, 

coordination, ...

All CRTK implementations and associated components are available at 

http://runesmw.sourceforge.net/


