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About RUNES

RUNES (Reconfigurable Ubiquitous
Networked Embedded Systems) is a
European Integrated Project (IP)
launched on 1st Sept. 2004 for an
initial period of 32 months under the
6th Framework Programme (FP6) in
the field of Information Society
Technology (IST). RUNES brings
together 22 world class industrial
and academic partners with the
objective of enabling the creation of
large-scale, heterogeneous,
networked embedded systems which
interoperate and adapt to their
environments.
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Welcome to the second RUNES newsletter

This newsletter aims to present the members of the RUNES
Interest Group as well as other interested individuals and
organisations with a snapshot of our work within the
project over the past months. This edition also includes
updates on our activities and information on upcoming

events.

We would like to welcome the people who have joined the RUNES
Interest Group since the previous issue in Feb 2005. The Interest
Group is becoming truly international as shown in the pie chart below.

In this issue you can read a
transcript of an interview with the
RUNES technical co-ordinator
(pages 1, 4 and 5), about the
major meetings and their
outcomes (page 2) and
technology news including the
RUNES Gateway and sensor
node (page 3). A profile of the
RUNES partner LIPPERT s
presented on page 5. A number
of events where the partners had
the opportunity to present some
of the developments are listed on
page 6, while upcoming events
are listed on page 7.

We hope that you find this issue interesting and enjoyable.
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Interview with Steve Hailes

Steve Hailes, the technical manager of the RUNES project, talked to
Costis Koumpis about his vision and experiences with the project so far.

Q. What is your opinion about the evolution of
middleware and what answer do you give to all
those people who claim that "OK.. ubiquitous
computing. But where is it"?

A. Fewer than 2% of all microprocessors sold are
destined for conventional PCs; the vast majority of the
remainder become part of embedded systems: more
than 3 billion 8-bit processors are sold per annum, for
example. In these terms, the vision of pervasive
computing espoused by the father of ubiquitous
computing Mark Weiser is already a reality: embedded
systems pervade many aspects of our lives, acting as
both sensors and actuators. The fact that there is
widespread ignorance of the extent to which we have
already come to rely on these systems, and the fact that
many people entrust their lives to the technology on a
daily basis (in cars, for example), is a measure of just
how profound is the paradigm.
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The part of the ubiquitous computing vision that has
been missing to date has been the networking side, the
reasons for which are threefold. Firstly, the cost of even
cheap wireless hardware has been prohibitive when one
is considering the small amounts that embedded
systems cost; secondly, much of the software
development has been bespoke; and thirdly, to the
extent that the public and opinion formers are aware of
the activity, there is concern about the effects on privacy
and personal security that affect the perception of
acceptability. The aim of the RUNES project overall, and
the middleware part of that specifically is to provide
standard mechanisms using which applications can be
constructed more easily.
(continued on pages 4 and 5)
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RUNES Meetings

Below is a brief summary including the major outcome of the key meetings held to date

in order to co-ordinate the work within the project.

34 Project Meeting

The 3" RUNES Project Meeting was organised jointly
by Ericsson AB and SICS in Kista near Stockholm
during 7-9 June 2005. The meeting participants
presented their recent work and discussed
architectural and implementation issues. A number of
satellite events took place, which are highlighted
below.

Attendees of one of the technical sessions in Kista.

E-sensors Seminar

All RUNES project workpackage leaders reported on
the current status of work during the E-sensor seminar
organised in Kista which was attended by people from
various organisations including Ericsson AB, NTT
DoCoMo and St. Jude Medical Inc. The T-Engine
Consortium which promotes a platform for embedded
systems was also represented in the meeting. The T-
Engine activity derives from Tron, The Real-time
Operating-system Nucleus, an open OS environment
originally developed at the University of Tokyo.

CRC Involvement in RUNES

The Communications Research Centre of Ottawa,
Canada gave a presentation entitled “Communication
Challenges for Building High Density Sensor
Networks”. The Mobile ad hoc and Sensor Network
Systems group at CRC conducts R&D for mobile ad
hoc and sensor network systems and technologies for
civilian, industrial and military applications. The group
focuses on optimising layout, configuration,
functionality and performance of such systems.
RUNES partners agreed at the meeting that
researchers of CRC are welcome to follow the
developments of WP4 and contribute where
necessary.

Participants of the 3 project meeting during a trip to the
Swedish Archipelago.

Ericsson Response

Ericsson Response held a meeting with the RUNES
partners involved in the design of the disaster
management scenario. Ericsson Response s
Ericsson’s global social responsibility program aimed
at developing a better and faster response to human
suffering caused by disasters. The objective of the unit
is to get the communications infrastructure up and
running to allow the relief organizations to work more
efficiently following a disaster. A member of the unit
shared experiences in rebuilding the cellular networks
destroyed by wars or natural disasters. Important
lessons learnt following the Asian tsunami were
discussed during the meeting. This is particularly
relevant to the RUNES scenario studying the
deployment of networked embedded systems in road
tunnels following a fire. Relief organizations must have
fast access to information from their aid workers in the
field in order to take the right decisions both locally
and at HQs. Due to the lack of local infrastructure in a
disaster zone this communication is often difficult and
costly. Currently most relief organizations set up their
own data communications infrastructures at a disaster
site, usually including a satellite link, HF and VHF
radio communication, to connect to their respective
head offices. There is an expressed need for a rapidly
deployable, economic and easy to use solution for
data communications in the field.

A depiction of the restoration of communications following a
disaster.

Ericsson Response, initially together with the Royal
Institute of Technology (KTH) in Sweden, has been
working on a project that will enable aid organizations
to share their communications infrastructure in a
secure manner during relief operations. The solution
called WIDER (WLAN in Disaster Emergency
Response) has been included in the Working Group
for Emergency Telecommunications (WGET) work
plan and is shortly to undergo field trial before being
made available to humanitarian relief organizations
working in partnership with Ericsson Response, such
as the United Nations and International Federation of
Red Cross and Red Crescent Societies.
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RUNES Technology news

This section summarises the progress that has been made within and between work

packages during the recent months.

RUNES Gateway & Sensor Node (RGN)

The structured nature of a wireless sensor network as
described in D3.1 requirement analysis deliverable calls
for an embedded computer acting as a gateway to less
capable sensor nodes. There is also a need for a more
powerful computer, which is able to handle advanced
sensor types such as cameras. Such a gateway node
has been developed within RUNES. It is a compact, high-
performance single board computer adopting the PCI-
104 specification.

Block diagram of the RUNES gateway and sensor node.

RGN features an integrated IEEE 802.15.4 transceiver
and a miniPCI slot that can be used to plug in a
standard WLAN card. Together with the built-in Ethernet
adapter the RGN is capable to act as a gateway
between different communication networks. Sensors
can either be directly attached using the integrated
analog and binary or serial ports. More complex sensor
subsystems like, for instance an image sensor, may use
the PCI bus connector.

The board is supplied using Power over Ethernet (PoE)
or a PCI-104 power supply. The RGN runs the Linux
operating system. 128 MB RAM and a 256 MB NAND-
Flash solid-state disk provide enough room for a
comfortably equipped system.

The central component is AMDs Aul550 processor,
resembling a complete system-on-a-chip. It comprises a
high speed MIPS CPU, a security engine, cache, and
DMA as well as many system peripherals. Wireless
communication is possible using Freescale s MC13192
IEEE 802.15.4 transceiver. Basic software drivers will
be provided to access this unit. This allows custom
protocol drivers to use the transceiver without the need
to work with the hardware directly. A connector for
ConnectBlue s Bluetooth and WLAN modules is also
integrated in the RGN.

Disaster Management Platform

Ericsson AB have been working on platform that
visualises the main scenario currently studied in
RUNES project. This concerns a fire in a road tunnel
and the deployment of networked embedded systems
(fixed and wireless) by the emergency services. The
platform supports both interactive and video sequence
modes. It is anticipated that such platform will be
valuable in studying cognitive and ergonomic
constraints  that affect usability in  wireless
sensor/actuator environments. Further, the platform
can be used to communicate the concepts developed
in the project to wide audiences.

Snapshot of the disaster management platform.

Lund Robot

The RUNES partners at Lund Institute of Technology
have developed a sensor network-based mobile
pendulum robot. The objectives of the project were to
perform a test case for control over a sensor network
and investigate the performance that can be achieved
using state of the art sensor network technology such
as TelosB and ZigBee. Detailed technical
specifications as well a demonstration video is
available from the RUNES website.

The Lund robot
prototype.

Reports and publications

Over the recent months the RUNES project has been
making several of its deliverables public via the
project’'s website www.ist-runes.org. The deliverables
cover reviews of existing architectures, requirements
analysis, configuration scenarios but also specify the
middleware, control and networking approaches.
Members of the RUNES Interest Group and other
interested individuals are welcome to send their
feedback on the content of the above deliverables via
email to ig@ist-runes.org. The work within the project
has also resulted into numerous publications in
international conferences, workshops and journals
which are available from the website or their authors.
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RUNES Interview

Interview with Steve Hailes

(continued from page 1)
Q. How far have we got in supporting
reconfigurability in ubiquitous computing and how
would you summarise UCL's contribution from this
perspective within RUNES so far?
A. The picture of ubiquitous computing in which there
are independently connected devices is a more limited
one, in which adaptation is usually carefully controlled
according to well-defined control theoretic principles.
However, the introduction of physical mobility and
uncertainty in the communication paths introduces a
much stronger requirement for dynamic reconfigurability.
One way to think about this is at three different
granularities of timescale:
i. On a long timescale, software updates and security
patches will need to be distributed. Devices may be
embedded in systems that have very long lives — the
average lifetime of a car is 15 years, for example. It is
unrealistic to expect that software developed in 1990
would still be bug free today.
ii. On a medium timescale, software components may
need to be installed to allow a device to continue to
operate in the environment in which it finds itself.
iii. On a short timescale, reconfigurability has been a
feature of networking for many years; the Internet is far
too complex and dynamic to manage on a second by
second basis and in reality nobody any longer knows
what precisely is happening within the heart of the
Internet, except on an aggregate basis.
In terms of software
management, the first two are
similar in that a single
mechanism, though differently
used, can be used to support
both software update and
software component loading.
The final category is rather
specialised and is likely to
remain so. However, in all
cases, parameters within the
software may need to be
adjusted to allow for effective Science new building
continuing operation. at Malet Place.
And this may need to be done cooperatively to allow for
the most effective use of the scarce resources that are
available to embedded devices. Examples include
everything from loops controlling the operation of robots
through to cooperative MAC protocols that reduce
energy consumption.
The main aim of RUNES so far as software
reconfigurability is concerned has been to examine how
one can put together a middleware framework that will
allow adaptation to occur. At present, we have a so-
called meta-model, which is a well defined model that
has a very small, lightweight, core and the ability to
allow different versions of the middleware to be
constructed for use with devices of different capabilities.
We have begun work on the control theoretic aspects
and have also devised a security framework for the
middleware, both of which constrain the reconfiguration
that can occur.

UCL’s Computer

Q. Would it be possible to share with us a few examples
of real-life large-scale ubiquitous computing platforms
and applications for citizens in the next decade?

A. | always wanted to have a shot at being a futurologist.
Although accuracy is clearly impossible (I'm still waiting for
the flying car), | can be fairly sure that even if | get it wrong
nobody is likely to pick me up on it. The straightforward
answer to the question is:

Cars and buildings: It is already the case that networked
embedded systems are being deployed within cars and
buildings. | see no reason why this will not continue.

Health: Healthcare consumes around 14.6% of the US GDP
and 7.7% of UK GDP at year 2002 (according to The World
Health Report 2005) and are on an upward trend. The
spend on health is linked to the following point on increasing
lifetimes, but there is considerable potential to use
technology to save lives: at present around 16.7 million
people die of coronary heart conditions, a figure likely to rise
to 25 million by 2025, with the greatest part of that increase
coming from the developing world. Embedded and even
implanted technology has a huge potential role to play,
particularly if it can be made to be sufficiently cheap that
those outside the developed world can expect to make use
of it.

Aging population: The worldwide population of those over
65 is predicted to reach 761 million by 2025 — there has
been around a 50% increase in expected lifespan in the last
50 years, ironically largely as a result of improving medical
technology. However, there is an opportunity to enable
people to stay within their home environments using
embedded technology.

Military applications: The nature of military conflict is
changing and we are in a world in which intelligence and the
effective deployment of military resources is likely to be of
considerable importance. The military tend to be early
adopters of technology and their financial strength has in the
past driven technological development to the point where
the technology has been consumerised.

Environmental monitoring/disaster response: Recently, we
have seen disasters affecting millions of people: various
earthquakes, the Tsunami, and now Hurricane Katrina have
wreaked havoc amongst developed and developing nations
alike. Effective prediction and response are likely to be key
factors in a world in which climatic changes are likely to
mean the greater frequency in extreme conditions.

Q. Are there any other FP6 projects you are currently
working on that have benefited from the research in
RUNES?

A. Yes, and vice-versa. The SEINIT (Security Expert
Initiative) project is the other project with which I'm currently
involved and that has been making use of middleware
solutions developed by one member of the UCL RUNES
team as part of his PhD. We, on the other hand, have
benefited from their input in the area of secure systems.

(continued on page 5)
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RUNES Meet the partners

In each issue of the newsletter we will present profiles of the 22 partners that bring together
their world class skills into the RUNES consortium. In the current issue LIiPPERT is

presented.

LIPPERT

LIPPERT was established in 1987 and specialises in
designing and producing ultra-compact and rugged
embedded PCs. Its customers work in the business fields
of communications, electronic games, medical devices,
industrial automation as well as defence. In addition to the
standard product spectrum, complete system solutions or
custom-specific boards can be developed and
manufactured. The services offered include hardware and
software design as well as prototype building and
integration.

LIPPERT embedded PCs feature an excellent
performance vs. power consumption ratio and facilitate
the construction of highly reliable mobile information
systems that are optimally adapted to the applications
requirements. LIPPERT has a range of COTS products;
among them are PC/104(-Plus), PCI-104, and Mini-ITX
boards. All of these are complete PCs with many of the
common interfaces already integrated on-board. There
are serial and USB interfaces, Ethernet and ATA, and
parallel ports. Graphics processors and accompanying
display controllers are also included. The processors used
are low-power AMD Geode and Intel Pentium M types.
Passive cooling of these boards is achieved using a
suitable cooling concept.

As an experienced board supplier with a deep
understanding of customers’ needs, LIPPERT offer long-
term product availability and full support. The company is
certified according to DIN-EN ISO 9001. LIiPPERT's goal
within  RUNES is to develop systems using new
technology platforms and gain knowledge in wireless
technologies.

LIPPERT’s offices
in Mannheim,
Germany

Interview with Steve Hailes
(continued from page 4)

Q. Assume that a PhD candidate asked you to
indicate to him/her a few possible topics for
interesting research in the field. What would you
recommend?

A. There are so many! This is a very young field and,
consequently, rather unexplored. In terms of my personal
interests, if | had to pick a big topic, then | believe that the
issue of security is a hugely interesting and important
one. The networking of ubiquitous computing systems
opens the door to a range of potential attacks: if the
technology is profound, then the effect of attacking that
technology can be equally profound. For that reason, |
devised the term ‘intimate computing systems’: they may
nor may not be invisible, but they have a substantial
impact on our lives, because intimacy brings with it the
ability to reveal more information about us than has ever
been available before and the ability to affect us in both
physical and psychological ways.

However, security is hard to manage, and impossible to
manage for non-expert users. For example, although
wireless LAN technologies have caught on in a big way,
recent wardriving activities demonstrate that nearly two
thirds of 802.11 access points still do not have WEP
enabled (and half of those have the default SSID). By
comparison, this is rather straightforward to manage.
However, | could go on: | think the issue of testing for
pervasive systems is an interesting one — since one has
to rip up the standard software engineering textbook in
addressing it. Likewise, the question of power efficiency —
which cuts across all levels of the stack — is likely to be
vital for battery powered systems under long-term
deployment. Miniaturisation of antennae is another. The
social impacts of pervasive computing is yet another —
how people react to technology and how it actually
changes, for example, business practices and the
individual’s perception of their working environment. Then
there’s location based services, interfacing to medical
systems, networking protocols.... and not enough time in
the day.

Q. What is your advice to a newcomer in the field?
Many student members of our IG would be interested
on it.

A. | guess the answer to this depends on the mentality of
individual. For me, the answer is:

Play... When | was younger, we learned stuff about
computers through a lot of trial and error: computers and
operating systems were sufficiently simple that it was
possible to know all there was to know about a machine
from the hardware through to the application. The
increasing complexity of PC-type devices has taken this
away this away from people and has required a much
stricter form of structuring (often layering) to make the
complexity manageable. However, now we've gone
forward to the past — | have a group of MSc students who
have worked with novel hardware, adapted and ported an
operating system, and developed and tested a novel MAC
protocol, all in the course of their MSc project. They know
everything there is to know about the system from timing
diagrams to the application. And, what's more this is
worthwhile — to make effective use of scarce resources,
layering taboos have to be broken — application specific
knowledge is useful to MAC protocols, and control over
IPSec parameters is useful to applications.

...then experiment. — aka. playing for a purpose. But
learn from history - the ad hoc networking community did
(and still do) much of their work in simulation for which
there waslis little real grounding. If there is a purpose,
then there needs to be a means of measuring the
outcome, and there’'s no substitute for a rigorous
approach — understand the question, explore thoroughly,
use simulation wisely.

Above all, enjoy it. The field is so young that innovation is
easy, the chances of having an impact are larger, and
mistakes can be made (and lessons learned) cheaply.
There is no orthodoxy, no law here yet — this is the

frontier. —N
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RUNES Events

RUNES Industry Forum

Five technology roadmaps covering the fields of building
and home automation, medical care, disaster
management and emergency response, industrial control
and automation, automatic metering systems which were
developed within the RUNES project were presented in
the 18t Industry Forum in May in Munich.

The Forum was organised in conjunction with the 3
International Conference on Pervasive Computing
(PERVASIVE 2005) and identified research
breakthroughs which can be translated into successful
products and services. The participants had the
opportunity to review the main issues affecting uptake of
wireless technology now and in the near future, to identify
what actions need to be taken to allow impediments to be
overcome and to affect the future of networked embedded
systems usage in Europe. The proceedings of the 1t
RUNES Industry Forum are available from the project’s
website.

RUNES partners with CNR researchers following a
technology roadmapping session in Pisa.

REALWSN'05

The purpose of the Workshop on Real-World Wireless
Sensor Networks, which is organised by RUNES partner
SICS, is to bring together researchers and practitioners
working in the area of sensor networks, with focus on
real-world experiments or deployments of wireless sensor
networks. The programme comprised 17 oral
presentations and 8 posters covering applications in
glacial, tunnel and building monitoring and issues related
to location dependent services, power characterisation
and user authentication. The workshop’s proceedings are
available online from: www.sics.selrealwsn05

Competitive Call for Additional Partner

The RUNES consortium plan to publish a competitive call
for an additional partner or partners to assist with
development of a RUNES demonstrator based on a road
tunnel emergency scenario. The call is scheduled for
publication in September 2005. The call will be made
available via the Cordis website (www.cordis.lu) but
details and the direct link will also be given on the RUNES
public website www.ist-runes.org.

Technology Mission to US

The Global Watch Service of UKs Department of
Trade and Industry organises technology missions to
other countries in order to identify overseas technology
opportunities and create international
collaborations. In November there will be a mission to
the USA on the subject of wireless sensor networks
and John Gilby of Sira is participating in it. The
mission is led by NPL, with participants from BAE
Systems, BT, SELEX, Toumaz Technology, Blast
Theory, NESTA and Edinburgh University. The mission
aims to understand what prompted US advancement of
wireless sensor networks over the last years, and the
role played by academia and industry. It will explore
new applications for wireless sensor networks,
investment issues and how the technology is
marketed. The mission will result in a public report
early next year, while detailed information will be
communicated to the RUNES consortium accordingly.

Wireless PROFIBUS WG~ 7ot

As part of the standardisation efforts within the project,
RUNES has been active in the recently established
Wireless Communication in PROFINET Environment
Working Group. Other participating companies include
Siemens AG, Phoenix Contact & Co KG,
Pepperl+Fuchs GmbH, ABB AS, Institut f. Automation
u. Kommunikation e.V (iffak) and Hirschmann
Automation and Control GmbH.

The objective of the Working Group is to define the
prerequisites for using wireless communication in the
PROFINET field and to work out application profiles and
basic conditions for wireless transmission of monitoring
and control data. The industrial experts study the
requirements that are placed by PROFINET on the
mechanisms of a wireless data transmission system
and also examine to what degree existing standards
and implementations already meet these requirements,
or which requirements must be fulfilled additionally. This
also includes security concepts and their alignment with
the mechanisms specified for PROFINET.

In the future the Working Group will also deal with
topics such as the support of the operator with planning
and operating wireless components in the PROFINET
network, or in cooperation with WG PROFIsafe
implementing safety concepts  via  wireless
communication. It is the task of the Working Group to
identify and evaluate such requirements.

RUNES Designer Forums

The Designer Forums will take the form of web-based
presentations to enable a wider range of audience to
benefit from their content. The slides and videos will be
downloadable from the public RUNES website. Details
will become available in the coming weeks.
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RUNES Partners

Industry
connectBlue AB
www.connectblue.se

Ericsson AB
Www.ericsson.com
Ericsson Magyarorszag
www.ericsson.hu
Industrieanlagen-Betriebsgesellschaft mbH
www.iabg.de

Kodak Ltd.
www.kodak.co.uk Kodak
LiPPERT Automationstechnik GmbH
www.lippert-at.com
Sira Technology Ltd.
WWW.Sira.co.uk
Virtutech AB

.virtutech. i
www.virtutech.com virtutech

Non-profit research institutes

National ICT Australia
www.nicta.com.au

Swedish Institute of Computer Science
WWW.SicS.se

RUNES Future Events

44" |EEE Conference on Decision and Control
and European Control Conference ECC
December 12, 2005, Seville, Spain

RUNES organises an invited session on advances in
the design and control of wireless networked embedded
systems. The session contains papers on wireless
networked control, control of networks and middleware
simulation tools for control over wireless networks.
For more information on this session, visit:
www.ist-runes.org/news2005-08-14.html

12t Intelligent Sensing Programme
Oct 11, 2005, IEE, London, UK
The next event organised by the Intersect Faraday
Partnership has an emphasis on wireless sensing.
RUNES will be represented with a talk entitled
“Reconfigurable sensor networks: The future of
sensors?” by Lesley Hanna.

For more information on this event, visit:
www.intersect.org.uk/intelligent_sensing_programme.html

Universities

Kungliga Tekniska Hogskolan
www.kth.se

Lancaster University
www.lancs.ac.uk

Lund Institute of Technology
www.lth.se
Politecnico di Milano
www.polimi.it
RWTH Aachen University
www.rwth-aachen.de RWTH
Universita di Pisa
WwWw.unipi.it
University College London
www.cs.ucl.ac.uk

University of California, Berkeley
www.eecs.berkeley.edu

University of California, San Diego
www.ucsd.edu

University of Patras
www.upatras.gr

University of Queensland
www.itee.uq.edu.au

Victoria University
www.vu.edu.au

1st International Workshop on MIDdleware for
mobile Ad hoc and Sensor networks
May 26, 2006, Niagara-Falls, Buffalo, NY, USA

MIDASO06 will be organized in conjunction with the
IEEE International Symposium on a World of
Wireless, Mobile and Multimedia Networks.
The event is co-chaired by RUNES partners Geoff
Coulson, Cecilia Mascolo and Gian Pietro Picco.
For more information on this workshop, visit
www.cs.ucl.ac.uk/research/mobile/midas06

IEE Disaster Prediction, Detection & Recovery Forum
Sept 15, 2005, London, UK

RUNES will be represented in this event with a talk

entitled “Emerging Technologies and their Application

in Emergency Management” by Steve Hailes. The talk

will review the challenges of networking sensors

and discuss tunnel fires as an application example.

For more information on this event, visit:
www.iee.org/Events/emergencysystems.cfm

Model-based Software Development
Oct 6, 2005, Milan, Italy
RUNES is organising a seminar on Generic Modelling Environment (GME). The session includes a general
overview of GME and the RUNES middleware which is followed by a hands-on session where participants can

create simple meta-models, models and translators.

For more information on this seminar, contact:
contact@ist-runes.org

Feedback
Please email your feedback, news and views to
newsletter@ist-runes.org.

RUNES is supported by research funding from European
Commission’s 61 Framework Programme under contract number "
IST-004536. \7 Y




