DEMONSTRATOR

Reconfigurable Ubiquitous
Networked Embedded Systems

The subject of the main RUNES
demonstrator is a scenario describing the
response to a road tunnel fire incident. Past
incidents have shown that current safety
systems are vulnerable mainly because
traditional monitoring and control systems
are not seamlessly integrated and they do
not support redundancy for components
that have failed or been destroyed. RUNES
has developed an architecture that
overcomes these problems by achieving
system auto-configuration, reconfiguration,
resilience to failure and operation over
heterogeneous platforms.

Road tunnels can be instrumented with networked embedded sensors monitoring
environmental conditions such as temperature, humidity or air quality, actuators and
larger, more powerful, devices which act as gateways and allow the sensors to report
measurements both directly to the actuator systems (e.g., ventilators, sprinklers and
traffic info displays) and to a tunnel control centre. In the present demonstrator the
above are realised using the following devices:

Contiki OS FreeRTOS, Linux

- .

connectBlue and LIiPPERT
multi-radio gateways

Java and ErlangVirtual Machines

Tmote Sky sensor node PDAs and laptop PCs

resource-rich

resource-poor

The RUNES middleware provides abstractions to simplify both application and system
development. It allows the programmer to develop software as reusable, loosely-
coupled components and offers mechanisms to statically configure and dynamically re-
configure application and system software. The middleware masks heterogeneity,
providing an identical programming model on heterogeneous platforms. Different
middleware kernels provide the supporting run-time for the RUNES component model,
hiding lower-level details. As a result, the above devices can reconfigure their behaviour
and their information dissemination strategies under emergency conditions, and
firefighters are able to coordinate their operations and manage sensors and actuators
through dynamic reprogramming.

Firefighters are equipped with laptop PCs running the Java middleware kernel. Link
layer connectivity between one of the laptops and the sensors is achieved using a proxy
mote attached via USB. Sensors in the tunnel are represented by TMote Sky nodes
running the Contiki kernel. The demonstration is divided in three phases: normal
operating conditions, fire breaks out and emergency operation.
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Overview

RUNES integrates and
extends cross layered
research ranging from
hardware and network
communication to application
usability and middleware to
advanced control theory and
verification tools for
validation of the methods and
prototypes.

Objective

Provide an architecture,
middleware and specialised
simulation/verification tools
that enables the creation of
large-scale, widely-
distributed, heterogeneous
networked embedded
systems that inter-operate
and adapt to their
environments.
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TMote Sky nodes running the Contiki-based kernel support Rationale
a data acquisition component which gathers environmental An embedded system is a
data in the tunnel and a data dissemination component special-purpose computer
which handles the communication. These report, via system contained within a
gateways running the C/Unix kernel and supporting a device that is expected to
packet forwarding component, to a central control station function without human
that includes a data logging component running on a PC intervention. The wide range of
that runs the Java kernel. The communication is handled by devices containing embedded
an underlying AODV component which provides multi-hop systems inevitably leads to
routing. significant complexity in
appropriately interconnecting
and dynamically reconfiguring

In the scenario, when sensors detect a fire incident, the data acquisition components their software. New approaches

respond initially by sending readings more frequently. A number of sensors are in software design are needed

subsequently damaged, while wireless sensors and a second gateway are deployed by to address the power,

robots. The fixed gateway fails soon after but the mobile one reconfigures to a mobile ad computation and

hoc network using the AODV component, which has the ability to automatically recover communication bandwidth
from damage to either sensors or limitations but also security.
communication paths. Eventually, RUNES provides an adaptive
firefighters arrive equipped with wireless middleware platform and

/\ devices. The firefighters run a deployment application development tools

component that has the capability to that allow programmers the

dynamically deploy a Contiki version of the
publish-subscribe component directly onto
the sensor devices so that the latter can
start to broadcast directly to any nearby
firefighters who subscribe to relevant
events, e.g., temperature readings above a
safety threshold. The firefighters’ devices
instruct the sensors to send their readings
direct to the firefighter as well as to the
data logger and also a publish-subscribe
component that helps the firefighters
coordinate their actions.

The deployment component first checks if the
sensors within range already run the publish-
subscribe component. If not, the owning
firefighter is prompted about the possibility of
uploading the component on those sensor
devices still lacking it. If there is no space on
a sensor for the publish-subscribe
component, the original data dissemination
component can be removed. When the
publish-subscribe component is
running on the sensor nodes, the members of
the fire brigade are able to share locally
sensed data and co-ordinate their actions
using a decentralised publish-subscribe
infrastructure that supports mobility. The
firefighters interact with their devices using a
GUI component.

The configuration of devices involved as the incident progresses are summarised below:

Device Kernel platforms Middleware components
Normal operating Sensor Contiki data acquisition, data dissemination,
conditions AODV
Gateway C/Unix packet forwarding
Data logger PC Erlang CRTK data logging
Fire breaks out Firefighter Java publish-subscribe, GUI component
Emergency Sensor Contiki publish-subscribe
operation
Firefighter, Java publish-subscribe, deployment
firefighter

flexibility to interact with the
environment where necessary,
whilst affording a level of
abstraction that facilitates ease
of application construction and
use. The results of the project
should be of interest to
technologists, product
managers, manufacturing

managers, strategic planners
and consultants working
particularly in the following
sectors:

» Healthcare

» Transport

* Utilities

* Industrial processes
* Security

* Oil & gas

* Food and agriculture
* Environmental
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